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Abstract

In the paper a new idea of system architecture rfwney laundering discovery is presented. The
considerations relate to the software platform,l@hlSART Analytical SQL Server, that is used tédbui
complete anti-money laundering (AML) applicationkhis software platform is based on the data
warehouse technology and contains advanced analyfiinctions. Using SART we show how to build data
warehouse structures to identify efficiently supis transactions and objects, based on the coscefpt
multi-dimensional, heterogenic ROLAP cubes anddaation chains. In conclusion, the advantages ef th
proposed solution are summed up in the contexewf tnends in OLAP as well as in Business Intellagen
research and development.

1. Introduction

The problem of anti-money laundering remains opespite of large number of research work [1],
[5], [6] [8], [9] and software solutions (SARTDiMon2, SPERTP). According to the Financial
Action Task Force (FATF) [10] money launderers usereasingly sophisticated techniques to
provide advice and assistance in laundering crimimads [7]. From economic point of view,
money laundering is now one of the world’'s largésides (Financial Crimes Enforcement
Network). Therefore the research on new computati@amd intelligent techniques to discover
money laundering transactions becomes critical[f3],

The important factor of the efficiency of money ridering detection are techniques and
methods applied in bank information systems [2].weer, existing solutions concerning
discovering money laundering transactions showralmaun of weaknesses, notably:

— frequently, such systems are not built on datelause technology;
— systems do not support advanced tools for amgytsansaction chains;

1SART - System for Analysis and Registration of Bamtions (in Polish: System Analiz i Rejestracii
Transakcji — SART), AML software based on AnalgtiSQL Server developed by TETA SA Company.

2 DiMon —AML software developed by Signity Company.
3 SPERT —AML software developed by BSB Company.



— lack of support for efficient identification ofispected objects, particularly in the layer of data
warehouse structures;

— finally, there is no uniform model for defineddaarchived analysis as well as for constructing
scenarios of analyses.

This paper is aimed at presenting new data warehstrsictures and functionalities to
solving the above mentioned weaknesses of comntigreigailable AML software. Inthe first
section the idea of integrating application layer AML system with OLAP dataarehouse is
presented. We will also point out the aspect ofiifgng analysed subjects including structures of
OLAP data warehouse. Functional specifications MLASART system will be provided in section
2. We will discuss only financial institutions, btltte proposed solution can easily be adapted to
other types of activities. The last section is enswary of ongoing project and describes future
research on AML systems.

2. Data Warehouse Scheme of the SART System

Data warehouse structures and functionalities ptede in the paper have been already
implemented in th&ystem oAnalysis and Registration of Transacti@alled SART developed by
TETA S.A [4]. SART is one of the first integrategsteems on the market; it belongs to the class of
Business Intelligence systems, known in financigpli@ations (e.g. controlling, budgeting,
forecasting activity, MiFID), banking trade (BASHL. AML), insurances (Solvency lI), industrial
applications, medicine and health services. Exterssof Business Intelligence concern relational
OLAP (ROLAP) with full support for multidimensionalata processing (MOLAP). Integration of
these two technologies (ROLAP and MOLAP) is dinettansposed into facility of modelling and
processing multidimensional data using standard 8@rface. This is rarely available in other
solutions.

Undoubtedly the biggest challenge that SART sydteih to face was the definition of data
warehouse model and OLAP cubes that would take amimount heterogeneous dimension of
General Ledger. It is worthwhile mentioning thagégently used data warehouse models do not take
into account heterogeneous dimensions in theirifsgegoon.

In Figure 1 the heterogeneity can be seen in tveir@ad dimensions that differ in terms of the
structure of the hierarchy; we can see that bathahthical structures:
—[PK, KS, KS, KS, KA] for a KA “Cash in hand in EL(ID: 339 in column KNT_ID);
—[PK, KS, KS, KS, KS, KS, KA] for a KA “foreign Imkers’ cheques in U.S. dollars” (ID: 363
in column KNT_ID)
are different from each other in terms of the stireeof the hierarchy.

Another issue concerned the requirements to iderdlf analysed objects (including
warehouse measurements and Cartesian products AP Qiubes). Technically speaking, this
implementation problem that is currently solvedtwo ways: by description of data included in
data warehouse and OLARa metadata (e.g. XML) or by direct identification @bjects included
in data warehouse and OLAP.

The problem can be described using evaluation Atube as an example. On the basis of
information obtained from bank’s information systerthe following basic measurements of data
warehouse dimensions have been assumed: bank’'sabkadger 60 000 entries, bank customers



500 000 entries, the duration of operations 36Gfieen(10 years), number of measures in OLAP

cube is 5. Approximate calculation of the indica@®dAP cube’é size shows that it is not feasible
to store OLAP data without compression — approxénsate of OLAP cube of 230.2 PB exceeds
considerably size of disc matrixes available onrnttaeket.
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Figure 1. Heterogeneous data warehouse dimensions@eneral Ledger

Another specific task was the delivery of functilityahat would allow to merge the decrees
into bank. This problem was to enable transfornmatib data saved as accounting decrees (list of
endorsement operations along with DEBIT and CREDiTQ a form of bank transaction (source
and destination accounts, and transaction amoiihtis problem will be detailed later in the
section. It is worthwhile emphasising that suchctionality should integrate information coming
from General Ledger dimension (identifier of souacel destination account of bank transaction) in
order to maintain the consistency of data betwesk liransactions table and facts table (decrees)
of data warehouse.

Data coming from the individual sources are loaimho SART systenvia import tables and
then integrated into one coherent repository o dhat includes data warehouse measurements
(clients, General Ledger, exchange rate), facte tatecrees) and auxiliary tables (NRB numbers,

Approximate number of entries in OLAP cube was080 x500 000 x 3600 x 5 = 0.54*f0 Considering
the minimum size of data stored in OLAP cube (&bytimension identifier, 8 bytes measure’s valos)talue should
increase by 3x4x5x8 = 480 times that is 259.2*tata bytes (23 5741TB, 230.2 PB). Above presecadmiilations
do not take into account the size of OLAP cube tiiée indexes.



ELIXIR announcements). It is important to noticattmodel of data loading is completed in
accordance with ELT convention (Extract-Load-Transf), thus allowing for considerable
flexibility of system in the aspect of data souidentification and full control over the process of
data warehouse loading.

The solution that has been implemented links thata dwarehouse scheme with
multidimensional OLAP cube with the following cheteristics:
— OLAP cube model: partial, multidimensional, imoental OLAP ASQL cube;
— OLAP cube’s dimensions: time dimension, clie@eneral Ledger;
— 5 OLAP cube’s measures.

Partial, multidimensional, incremental OLAP ASQlbeudefines model of OLAP cube in which
only ensuing facts from the facts table (incompletieng with all overriding sub-dimensions of
given dimension (multidimensional) are calculatediricremental manner (only new facts are
calculated). The concept of “multidimensional OLARBbe” in this project requires additional
comment: the model of OLAP cube in ASQL server etoaggregated data for the Cartesian
products of all sub-dimensions of OLAP cube (Figu2eand 3).
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2008-02- 06- 03 546 3192855 421,77 3141 763 221,97 13003 13110 26113
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Figure 2.Example of OLAP report for homogenous dimasion of Time based on incomplete dice OLAP

The system performance has been evaluated on énadigm where imported data described
57 952 operations (decrees). The following measha® been noted: computing time of OLAP
table (one process) takes 250 seconds; number 8PQiperations carried out: 5 275 770; and



number of lines created in OLAP cube: 991 675, ayemnumber of calculated decrees in facts table
was 231.8 decrees/second, average number of OLARto@ was 21 103.1 operations/second and
average number of calculated Cartesian productsi@ere was 91. According to the functional
requirements the system performances were condideseptable.

3. Transaction merging in SART

Transaction merging in SART delivers the functigyathat includes transformation of data from
accounting system (decrees of bank’s General L¢dgtr bank transactions data model . In the
implemented solution the process of transactionsgimg uses table of dimensions of data
warehouse General Ledger as a dictionary tablelémtifying accounts of transactions parties.

Taking into account logical aspect we should panot the importance of the fact of
implementing OLAP cube that deals with heterogesedinension of General Ledger. To our
knowledge, structures of such type have not yeh lsgported in currently available models of
OLAP data warehouses. Functionality of incompletAP ASQL cubes coincides completely with
functionality of complete OLAP cubes.

Figure 3. Example of OLAP report with a view of Gerral Ledger as heterogeneous dimension with
enabled filling of partial OLAP cube (shadowed row)

Considering functional aspect of data warehouseag feasible to build a repository of data
that fully illustrates structure of General Ledgedecrees. It should be noted that it is esseintial
data analysis because the primal categorisatidmank operations basing on General Ledger has
been maintained. Therefore it was possible to nbtai the one hand automatic categorisation of
bank transactions, and on the other — manual agtioegof data in accordance with General
Ledger. It is important to emphasise the fact tégnating two different logical models (accounting
and transactional) into one coherent applicatiodeho



Another essential aspect of this issue concerneduth exploitation of the functionality of
ROLAP Analytic Server SQL. In the implemented smintthis functionality has been used during
definition process of bank transactions in resgecGeneral Ledger data. In general, model of
OLAP relational data warehouse included in AnajftiServer SQL enables to use tables of
dimensions as tables of relational database imafiication layer. Thus, dimension of General
Ledger data warehouse has been used as a dictitatdey during defining transactions in the
entries concerning source and target accounts. [Bhisis to obtain full integration between
analytical layer (data warehouse and OLAP) and iegdn layer in SART system. As a
consequence of analysing bank transactions we asity anove to OLAP analyses of General
Ledger’'s decrees and back again. Interaction betvileese two logical data models is essential
during verification of analysed areas, for examplees number of cash transactions selected for
reporting contain all operations carried out by i@k including appropriate limitations (it can be
checked in the OLAP cube through comparing numbappropriate decrees).

Figure 4. An example of transaction definition

Figure 5 shows an example of integration of twéedént data models:
A. Accounting modehat concerns individual operations on the pos#iGR and DB,;



B. Transaction modelin which data record contains information abattcaints (number 1 in
Figure 5): source (ID decree: 281 187), target {#aree: 281 188) and the amount of operation
(number 2 on Figure 5).

Merging two different models is possible using OLABject identification function and
General Ledger as a dictionary in the applicatayet.

Figure 6 indicates the position of the aggregatedaver on the account “Current account in
PLN” (account ID: 460), which was listed in FiguB&A (the first item, account ID column
“TDD_IDKT”). Thanks to applying object identificath function, one can easily move from
analysis of banking transactions (Figure 5B) to ®GL#nalysis of decrees based on General Ledger.

Figure 5. An example describing integration of théwo models in SART system



Figure 6. Extract of OLAP report in the context ofthe General Ledger

As a result of applying functions described in thiscle, system SART is able to analyse and
discover money laundering transactions throughctele operation; due to extraction criteria
indicating transactions of above 15 000 euro anolutih aggregation operation, enabling classical
OLAP analysis. In addition, it allows grouping pefided objects and analysis of chains of
transactions.

4. Conclusions

Presented in the paper data warehouse functieshtve been already tested on real data coming
from a bank information system. A major strengthtled system is that grace to data warehouse
structures and advanced OLAP operations it cartieffily detect suspicious transactions and
objects. It allows a user to easily perform a wiaege of data mining operations. It makes possible
to build and discover transaction chains containing

In general the system performance is very highsifstem is scalable and extensible. It should be
noted that in standard configuration SART systerasdaot need any supplementary components,
application licenses or dedicated server licenesags ORACLE, IBM DB2 or MS SQL Server or
extra Windows server licenses etc.).

To summarize, the presented data warehouse mddes oew possibilities to build dynamic,
adaptive and efficient systems capable to discov@rey laundering transactions.
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